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(57) Abstract 

A data hiding method for hiding message data in media data and a data extracting method for extracting message data hidden in the 
media data. In the data hiding method, the message data are dispersedly hidden in the media data so that no third person can alter the 
message data. Specifically, the array elements of a message array are dispersedly hidden in a media array based on a status value S 
designating a specific array element in the media array when the media data and message data are expressed as the media array and the 
message array, respectively. The hiding method includes (a) a step of determining the j-th (j^0) status value Sj , (b) a step of determining the 
(j+l )-th status value S J+I based on the value S } , the array element of the media array designated by the value Sj and the above-mentioned 
array element of the message array, and (c) a step of hiding data to be hidden in the array element of the media array designated by the value 
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20 (A-ff-f >^ r *W^x-i' TE^>J) 

M ' : (M'[0]. •■. M'[p 0 ], -M'tPj], M'tPj.j]} - 

{MtO], M[p„], •••M'tPj], M'tPj.j]} 



25 
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M'[p 0 ]{4M[p 0 ]t:«LVi. 

WMm[J-l] (M'tPj.j] XOR mtj-1]) 0$ f£«ifcg*D£ft* L , H 
* 7= >f 7 BE ?ij fit M ' [p j] littttllWA-f 5 s -r > yrJBEC*«5rt*«»« 

P j] J&*£to*>. 

ftaBMOjftffi (7yy^ 6 0 0 ) 

&T<& 2 ooflffg^attST* c £ J; 0 . *yfe-s>©n 

15 

(1) A-ff^^O^T-fTiMM' 

(2) ft^^SIMSj 

vt-5> • x fist: frfc. Rl^uSfifc 

at*»*o^Tiinii, (j-i) #ee4W<75«3»tt (SgrtsSj.j) * 
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5 li, e^TW 3 

(1) a-t ^ >^f^t<o^ : r^ rmnw 

(2) *«ttjtg«s : 

( 3 ) «fflfflffiff)l!5S!PK 

10 

if* (i) &tf«f*a (2) it, ±aciD/vt-f 
^ itt -r ^ . 

15 a. A^f-f>^fttl$«H»SK, &mffift1l^«SM»P K 

v > x Kr «> # fig at * * t • z> n r ft si ffi ffl ft m m m h & p k * s « -r § . 

20 + * 5 eiRloRMiti. 

(KSG 1 6 ) 
P K ( S K ( x ) ) = x 
S K (P K (x) ) = x 

25 
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iWSU>. £ « 7 ^ U XA(il>< o 
*l*«£nt)iil»TfeJ:lJ. — «t LTAffitttt#ST*ft R S A^SC 

10 

1. 2 O0)*#fc**p, q*«tf , n-poqftlMfr*. 

2. r=lcm(p-l.q-l)*ft#L, «cd(d, r)-li: te*> J; 5 Kd£S.K. 

3. e*d=l(nod r) . 0<e<rti45i5l:eS»£t5. 

15 T*J<. 

5. yt-ymOMfttt. m e = c (mod n)*lftti5^c & 

6. MfcSflfc* -y-fe-JJ© Mfc tt, c d = m(n»od n) -5 

20 

(«£ 1 7 ) 
25 S K (m) = x d (mod n) 

P K (m) = x e (mod n) 
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T ± IB <0 S LT, *vfe-S>*«Hj. &Mtt3fA£ 

II B £ 91 jfo S;^** i A c5 tl 5> 

20 (RA 1 8 ) 

( A XOR B ) XOR B = A 

25 U-BIT84, 
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5 (K£ 1 9) 

p j = S j nod I 

Mm[H]li^f^ 7BHiM'[p H ]&B^ v ± - v>«R?iJm [J-l] © 

[p J ]*6«'ff'f>i'EM*Mm [J-l] gftttJ-TSfcablcHftx ' * 
ttHTft. #5£© * 5fcM»X ' ©^ttttfrrt^tifc 2 ©f*$fc#J li&v* 
15 T-5-©-eR(S:KB^-r*. 

(«t*2 0 ) 
Mm [J-l] =W»X ' (M ' [ p j] ) 

20 fflttftBtPft* (Xf^l 3 0 ) 

?]«Mm[j-i]©$teWlfra*n*tf*-f a ' t r i aiKrro^jitts J _ 1 * 

25 



(*3t 2 1 ) 
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PK (Sj) XOR X' (M'lPj]) 
= (S J _ 1 XOR Mm [J-1]) XOR Mm [J-1] 

= S J-1 

Tit tot* ttttlJiHfcMi*HRPKtt/W5 s w >^fflft*g&MlRO 

* >^EWItMm[J-lji©»ttMHS»«lli»*S8!T**. £ OKg 

St^r^l 2 0T*ft6ftfcA'ff«< >^E?|jlMm[W] tffli 
fifeWlfta^**** t fc KJ: C . l "SttwttMS j_j 

#£3*1*<Z>T. ;* vfe-5>B*Htm[J-l]*ifc£fcJ: Ottfti-fft C t 
*«T#*. 0 3 (b) 00* v-t- J>*»B^i»snTV»fc&6tt, 

(ft£ 2 2 ) 

M ' [ p XOR Mm [J-1] 

= M'[p J _ 1 ] XOR (M'Ipj.j] XOR m[J-l]) 
= m [J-1] 

ttMRtf ***-^E*JII«>«HJfc-f S't 8 **** j (i£j£j) 

Cft£ 2 3 ) 

s 

5 j-1 • 

PK (S .) XOR X ' (M' [p .] ) 
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= (S 



J-1 



XOR Mm [J-1]) XOR Mm [J-1] 



= S 



J-1 



m[J-l] : 



M' [p 



H j-r * 

= M' [P 



] XOR Mm [J-1] 



J-1 



] XOR (M ' [ p 



J-1 



] XOR mtJ-1]) 



= m [J-1] 
if* S . 

mm (xt^i 5 o ) 

»4««oi!**6aewT»ajsn*«)T. S3 (b) «0>jtij tgni 

DIHATADj t^5mft-C* y ±. - V ififtBi Z tl 2> . Ztl&X'rv 
7* 1 6 0T> y -t- 5>*«fl>Jll#Ttttf»*.* :ii:it) v-fc 

- ? ;#4«an*. ftsnTft^*^, i 2 o*67f^ 1 4 

s j*»a v ->a«RH 1 om* t*«*scca%r J: -5 a. 
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2 4) 

S j= f (m[J-l] XOR m [J-2] XOR ••■ XOR m[j]) = S Q 
5 ±£(DMfatf!£r)&o<Dit j = 0 <D®$<Dfr-C. *tlUf\> ( j * 0 ) 

om&iztez oMmtm&Ltm. u^rm^^mms jaunts ^ 
(i) ai^ y-t-5'o±«#»jh 

20 -t - i? t ft D *m<D ^ft-y^ftt4 ft* tr«f KM F»3g 
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(2) vfe-$>0/W 5 s * >^ttJk 

*t2(E3)5(7)^ <yfc-S> £ BUT, ^t3^<y-fe-v f -7 = -^^*S (J) <h 
T&MMT**© * <y -fc - 5> © 7= - * £ HI l» L i 5 i L Jfc»-&fcli. 

B l 0 & &■ l l KjST cfc 5 K * = yt-yiWftiSlll/fc 

♦17 *15 C fcttfcU. *H±tetf>* v-te-S>ft#< C 

D. » 2 <D|| 85 M 

5 tf^-tJl/ • •> # • 3— t 1 ^ >if (Pixel Block Coding) (£*T» P 
25 (**TJl/=f 'J XA) 
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5 if WW14«*Xn#A« u it, 1 If y h 05=-^*»^Vir4. "Tfc 

y h • <1>: -SfO \Z9±)V • 7uy* ( P B ^ a>tttt««(tt 
* (pb 2 ) ©*HS«J: 

h • <0>: -^oed'-t^ -7Uy9 (P Bj) ©#tt*3fl«« 

7D y V <7>#1$« (MAtS, »««) £JfctfcT* C Ci 9ttHJ£ *l * . 

20 

-*©t^tJl"^nyf (PBj) (PB 2 ). 0«ttt 

-afce^-fc^ • 7Dy * (PBj) 0>#tt«#fi!j# (PB 2 ) 
tD^SUt* : K5»h-*7 <0> 



H 1 2 IS. P B CtJSUftf-i'B/Wf^ >^S^»£tSS:ltt^T5 



-34- 



fctbtomTb *. \£9±)l • 7u*j #p B v P B 2 \tMZ.li 3 x 3 US? 
3 LT£«LTfc«fcUL, 1 If** 1 hT?-fe 

(0 12 ( a) ) . 

* 'J S^A- tf^-tJP •T'Dy WI2 (b) T $> 

P BjC#ttttO*#PB 2 «)#tttti Dfe^#U»^*#>LS. 

p B 1 «7>#ttffl7ii^#vi»'&{i7 i -^" i" t*« tama»j3&«3Sje»T 

bTi? -t;w • r □ y ^ ro#ffiffloM#ti|fift*|Mrj{ri5tt 5^-^" o 



-35- 



<o -x it & S-f fctttt <bH# * M f c fcfc< ^7" 



-36- 



fr -5 H t \z £ <0 M 5 n* #S<Bg*« t f * 21 *> rTIBT ft * . 
-«k. l ftttttiiMTft 250K?t;k' 7n * * can-tail* « 

^■fejv- • v #*m&Tz>&5 urn** tr^-tji/ow***^ □ ? * 
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10 B 1 2 (c) WJc^Ct^t/l'' ^Dy^PB^i, ¥i9flth r 

tr^h" 1 " * is d^dgaroTanjuwjcfiw 
1 " fcv». * c th tr £ -t )i • 7Q^fl^ 

ft ft d An**.*. :nii, r^OK^t^ • rny^HCin 

15 x , -e-co^ft h aiEJEii--r(:^ffouLjo^fc*it5s«i-rs z. t c«it 
&. 

20 

(Mit'fX) / (tJi?t^-7D7^0t>fX) / 2 [bit] 

«Att384x256-!M X©MElxlU--f XoKjrtJl"?n7?tlffl 
/Wx^r >^T#5l*«ft{i 6K/H h*«±l»T**. fflL, 
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a. 

»M**n Ciff U'hs ft 7 n y £ t . -fc? a £> & ft 7 n «y £ 

15 KM4«#ftlfti:i^*i-3TL* "5. fifio 3 t^TH 

JfcttLT, **lftTBmffXn»A tfrto/j:t» J: -5 K L'Tfc J: lr». 
(P B C©»tt) 

20 7n9*Oi*f»ii{imiJt«&ftTV»4Bt), ■ tlfctf «£IEL 

* o T o * t£? k £ u x Mi v» 5 n & iff ffi $ ti Z z. 
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^nm^mnt, mm/*** d/a^j^a/dr* 
5 (PBC^iigs) 

ttfc, ±E©P BCIt-WTi-aT, *n«*M:: 

flLa*tft&&« ]£9±)V ' v *©tt«fcJS 1ST, -£-OTffl£iS*S 
15 BCXftSttfti "5 IC LTt) *&, PBCWSSStUT, 

**W«>**tt. SttQfcfigtltlCttoT. («Att-* 
:/n * £ ) »:WLTIS«7 : -^4 , «ftfewtf^-fe;u -7051 

tt* tr^-feJU • 7a y Z ©»tt«i»*'hBI*fc*Jfc , 3ttfc*i*«ll!l* 
-^fl-Ox-^T^jS.Tfc.kli. «*tt, m£tt (S*4t) j&tEMS 



W0 97/4W3S 
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ff«o 0 #g <0BE?dB*<Dft«M[O]) 6 &u. 

AtJS = #iw«fc DBSLK< v»c £&Ji» = ##jK:ftt;:7 r -:S'*5fc& 

1 4 CiST «fc -5 6C£*ttB*<ltft'*-ft &tt0>W 
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• f-^^#C»^^3tlTU5. * y-te — 5? • t=~ * <A — f$ 
10 (PliC>nm*tt«fll*t 

JtfrflfcRHttj&ffefcoRwfibjatafcj . tl>5ROtt 
«**tJfflbT#£-t* £ i#T#*. HI 6 {iffi«fl»«i LTH6RH 
20 «m>fc*«K*m&S9tt*B0>tt£«Ktir£fc*«>|8'r*«. * 

r, aahfeim+tm* 3 o©Bic>nM (c r c 2 . c 
3 ) ±K*ft*n#*E-r*tt*«> 3 £ u r a 2 . a 3 ) * 

C-tfUFft^jftfcfrSJlfcfc^a (r r r 2 , rg, r 4 , •■•) © R * 
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iitiftlii^ti tabcDHT* UK (a) 14, :* U >> ^ JUB<*4* l; J6 

( n i& r an 09 » ib ) 

*LT»?£$n2»MAffBe?!|<7>i|lS: (2m- 1) tttl\t, *V*S-}-)V 
XE*T®#K«ttS9£SB0>||4ir?ft OK*0|tHt*attl|ft«CT 
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»#M*X4 1 ir>LTl>#, LBP#" 1 " T & * \Z o fc 

(b) rossTit, B^usnft / vt-5'ttauifta®i**T— 

5 s -* ■ A-f 7 s -Y >^¥j£0 A* 'JI->3>liiA5. fit, #$gtyj0> 
■5. 
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*gi&Wi3*^> h-r^c t*ti«#*. cuss. «F^<k 

4&to0tflRft:i7-$'irJl'H4k£lS'U>fcfe0!)fca>-7&$ a -fLi, 
*H # # * 5 s — ^K^tHiTfrfc*!., n v — S' * ;Hiflt tf> k # |R u t # 

n»«*tB^v»*n*. *&. stiou*, a^feM, 

* £ > l/TSfi LTU-5 n T- + JHf*fci:0> 

3 J: 5 a # ^ > * fl»$g * 3 v - >> + ;HBfc 
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77^ft- • £ *- JMFi renal S V> V * □ 5>- L^STST'D * 

x- ntt«©rt«a:^n©HTTPaflfr^T*t*nTir>ft. 

sy^vt-^ • r-n^f^7 • 5 s -* K«^i»-r««F-j»fl:tt«t 
*i/Tu*. — /x — i* , mvt^mfrZtefr&tsftfztTj 7 • 

^'T-^^f>f7' 5=-*tpt-#iRLT|»'<.l-> LTtK . -^<7>5 

fifiijfi, a*«TA-f?^ >f nfc*?* 7 • x-*£* 

15 ^?b*>6*fflt*rD^*/t, i: ©Sfix-^^ 61 * y-fc-5> • 5 s - 

<«eff«a»*-AT©fiiffl) 

^■©«7t*«)|ttB^^t»^*ia, fc-Sl^ti URL ft 

R«X1»fft»ftCft«BT6i:t#Tt6. B 2 0 fcjRf J: 3 . * 
25 7> h iWWW#-^-iC»i*«il!IlfSn&ftTtoTt). #j&0 
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D VD- R OM*©E«ll#*ffi^fcS'X5 1 *#fc]£< 

flJfflT**. #l:DVD-ROM (DVD-RAM) iIUT^f^7- 

±TK*liT£. fit, x> H ■ a-tr/|t^7=>< 7 . -r-*£1iii-f 4 
ft«Cfl|niDVD^l/-i'-i:ii, a e-SffiH-rftaigtftttt 6n 

TU*. zkbj; -5 KT* Z t\z i D , a tf-^roy U - -#|»iBt 3 ft 
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h£m&Tz tmmb. womsizit, a a roe 

li» A^fli-^i: ITO^f-f 7 • f 1 KJUT, * ? -fe — 5> ■ 5 s — * 
^ «) • t > v -t - y ■ f-^tf)rt?i:S^uT, ^'y-fe-ffcRI^U 
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ii # <d m m 
M^rowscEWMiaije-rsjKiiitcat^iiT. we* y -b-^sE 

(a) j (]20) #l»«lit««t*7f^i, 
10 (b) WE j * gO>tttttt&. j ffgattttltCJ: 9 2 n * WE 

^ x -< 7E5ij<7)gB5iJ!i«t . we* v±.-vm.3\<»&mmmt ex^t* 
x, ( j + i ) tio«i«t*]ets7f 

(c) WE ( j + 1 ) ilcWBi^HttftttB^f^ 7B2^JrogH?iJ^ 

15 *tt5:i*»itT5f-^-/Wf-f>i/^fe. 

-5> • vt-J>I«i LT*lg$ Ml* 0 . WE*x^ 7 SB 

^J*<D#£©E?JB*£|g£-f *tt!B«l:Stn>T, WE* yt-J^E 
J «»E*IM*a'«UT«rE*5*-r 7E?iJi:|»<UT-5 7 = -^ • 

(a) j ( j 20) #@<75tt!tgflt£fc£-f S^t 1 -;/ 

(b) WE j mm W«t8ttt. j iBOttlHl: «k »5fB5£an*WE 

T. ( j + 1 ) *xv rt, 

25 (c) WE (J + l) #l©ttll«#*llft-f fcttE/^-f 7E*I«>E?«IK 
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(d) ±E*xy r(a)7JS(c)*»»Wt3lEffr« n t lc«k V . 

3. ±EX:r>y riilKiHT. j=0tf>#£, *«JO^JSffl{i, fflE 

iEXfvrdlCJUT, j = 0 0>»#lctt . HE* vfe-S^EW 
«*^TfflEH**#*T*^-*©#ttW»3»*ttE»HBK0DA 

i * 2 t-gattwx-^ • a-t^* >^^&. 

5 . ±EXT7r(b)i:*j^t, ME ( j + l ) *5rattttllM:. me 
j #gO#J8tti:. ISK j #B©«IHifc.k PfcfcSnfcttE*?* 7 
E^J^E^JSJRTjtWT*^-^ t . WE/ <y-fe-5?E?i|0!)EaiK*#t?r 

15 ray-^iioapifcttiiaftcjt^uT. ^t$ns t 

lff&* l*ftlt2CBt©f-^ • a-t 5 s * >^ffi. 
6. A-f 5=* ^JHffiMifcRJKfcfllJtU 

ffi«IE»M»(OA*<!: L, MEte«£»W»a>ffi;*7£ME ( j + 1 ) S 
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8. ±K*t- -;7(c) KfcHT. ME/Wt^ > ^ ■ x-^li. ffiiE j 

1 2 CEttrof-^ • /W r ^ >^^SS. 

5 9 . iE7T77"(c)i:*UT, WE ( j + 1 ) S g roftSHI#l&£T 

^i^^StlS: ££<ft«£-f"5t*:£JS 1 *fc»2 CEtOf-^ • A 
io ^f^>yM. 

jl, . ?u y t i £ £#«K£T*M:Rg( 9 KMO-?-* ■ 

12. iKrlE4#tt«{±. UtrEtfi? • «y f^tt^HSffiTSi c 
t > -r sit^gi i i nEtt«>7=-* • a -f^^ 
i 3 . i± flits, tEti'tJv • yu y ^75tWrS^ftfflT*-S c 

20 ££#«fc£T*lt:fc£ 1 1 Kfctttf)?-* -A^r^ >^i£. 

14. (d) ItrlBA'T >^ • -r-^^Wl^V^n&ME^x-f 7E3*] 

t mmnft&m t *mm-r -a * t- * r £ 

25 15. ^vt-y 'f-^^/yt-yiWiLT^Sian, ffilE* y 



WO 97/49235 



PCT/JP97/00395 



-52- 

5/f>f 7 - x-^^^x^TiByiJi: IXSJISnTUT, WE* 7^ 
7EJH«fc»ie«)fJll*tffS1'5«iIi:»^i»T l WE*t^ 7 

5 (a) J (iSl) Slro«SttSftlt5Xf'>7-i l 

(b) WE i #lwttffifln:<fc Dfi5£anaWE*5=-< 7iE?>JroBE?iJ?SJ!S 
3^6, ItEA-f 5 s -r >^EW©E*!M*tttBf * 7t, 

(c) we j #Bw«ffijit t . *aaianfc»Eyw ^ >yaa?ij<7)SE^j5i 

io (d) tiiis ( j - i ) msoftn&mtfmm-r % we* 7Ej>joewr 
aRtfajBattfcttE/w^-f ^sejijoss^jsjuks^ut, we* 

16. >vfc-5>«'5 f -5'*Mvt-5>E5iJfcLT*»3*i. WE* y 
15 ir-^-^-^fc^fcVW^^-x-^atA-f^ >4fKfik L 

"CMS*!. SofEA^f ^ > ^ • f-^^^jRLTKl^nTU 
**tV 7 - x-^dt*^ 7mm £ LT^^TUT, WE* 
TEWfwW^roeyiKJUtJtlETftJRaittKK^^T. WE*x-f 7 
E*lfr& WE* vt-SJEWftttaj-ra^-^WtB^ft KfcUT. 
20 (a) j ( j £ 1 ) #I»«iItifc«tft7f ?7"i, 

(b) WE j •SettttfltC £ C 3 ns WE * 5 s >f 7E?iJ<3BE?'igJ!l 

(c) fftE J •Sattttttfc. iBStlfcltEA-f f >yej»©E«S 
*K«tn>T, ( j - 1 ) SlW^ittSftStSXf^i, 

25 (d) WE ( j - 1 ) tfSOTJWffiffl^m^-raWE*?^ 7K?IJ0>E?'J1I 

MtfatBaftfcttE/W?* >^EWWEW**Klt^UT. WE* 
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y ± - y K W © SB W £ * £ tt ffi T 5 X x V 7* t , 

(e) ttto«!7^#*}»fc-r*T. ±E*x*:/(a)75S<c)*S»«fc* 

itt4)lt« 1 5 1 6 KEIR©?- *SliH:fc8. 

18. ±Ettm*HttT«IRCft3gCAiv>&ttttltft. ttE/v1i-5> 

11*311 7 icfHttOx-^atB^i*. 

19. iExf^(c)i:ii>T, Mre ( j - l ) #@o«jg«si±, ffi 

l 5tfclil6 fcEftw^-^ttHi^tt. 
2 0. »Hi*B<£*l£&IWSS<£ffl:icL, 

lEXf^(c)i:iHT, ME j mEj#Srot«{ 
ttttC J: Ofl^SnsWE^x^ 7EM©E*J£**> 6 ttffi 3 lifcttE 

M«H«0>AAiL. MEffi«£ftNR0>tb£*tfrE (J-l) #g 

ottiMifrsz: fc*w«i"ra»#ai i s^fctii 6 iz&tSLn^- ? 
is m ~)s o 

2 1. ITEttttfflttBKllHfttt. ^W«^^(C*tt-5£fM«l€;^7/ 
2 2. IB^f? T'(b) fc*HT, ItBA-ff >yiJJ«)IJIII*tt, 
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me ( j - i ) #movm$i\z& ojueaftattE*^ 7E?ij<z>ffi?ij 

l 5 Sfcti l 6 l;E«0f-^iiii^. 
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